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본 보고서는 ㈜이글루시큐리티 보안관제센터에서 SIEM을 통해 수집되는 데이터를 바탕으로 작성되었습

니다. 이글루시큐리티는 24시간 365일 신뢰할 수 있는 사이버세상을 만들기 위해 끊임없이 노력하고 있

습니다.  

This report is based on the data collected through the SIEM solution at IGLOO SECURITY’s Security Operation 

Center (SOC). IGLOO SECURITY continuously strives to achieve a 24/7 safe cyber environment throughout the year. 
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Security Issue 1 

• As the fear of the new coronavirus spreads, phishing e-mail that exploits citizens' anxiety is spreading around 

the world and needs attention. Attackers pretended to be US Centers for Disease Control and Prevention 

(CDC) and virus researchers. 

• East Security recently captured the situation in which phishing e-mails were distributed under the title of 

'Corona Virus Update'. The attacker was leading the execution of the attachment by referring to the new 

corona-related Chinese situation in the body of the mail. When the receiver executes this file, it may be 

connected to the command control (C2) server and information in the PC may be captured. 

• Earlier, phishing e-mails were also found in the United States, the United Kingdom, and Japan, pretending to 

be the Centers for Disease Control and Prevention (CDC). The attacker was able to check the list of new 

infected people in the area around the recipient of the email, leading them to click on a malicious link in the 

email. 

Alert for Corona 19 Infected Phishing Email  

• Special attention is required because malicious code that exploits the fear of the new coronavirus is spreading. 

• On February 25, East Security announced that malicious code disguised as a 'corona19 real-time status' 

query program was found. The newly discovered malicious code executes a file in the form of an executable 

program (exe) that uses file names such as 'Corona domestic status' and 'Domestic corona real-time status', 

and a pop-up window titled 'Real-time Corona 19 status' appears. 

• In the pop-up window, as shown in the corona19 infection status, four items such as confirmed patient, 

release of quarantine (deletion), death, and examination are displayed, along with numerical information. 

However, in reality, another malicious code that performs malicious actions such as remote control, 

information theft, and installation of additional malicious code is automatically installed in the PC temporary 

folder without notice. 

• Security experts noted that spam texts and phishing e-mails that exploited the Corona keyword have been 

continuously discovered since the beginning of the spread of corona infections. In addition, it is recommended 

that sources of corona information be verified from sources such as the official website of the Korea Centers 

for Disease Control and Prevention. 

Malware disguised as 'Corona 19 real-time status' inquiry program found 
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Security Issue 1 

• Recently, IoT devices using Windows 7 OS among cybercriminals have been shown to be very popular as 

cryptocurrency mining tools. 

• According to security company TrapX Security, cybercriminals were spreading Lemon Duck, a kind of 

malware, to take over as many devices as possible and mine cryptocurrencies. 

• In particular, three major global manufacturers that are still using Windows 7, which has ended support as of 

January 14, this year, appear to be the main target. 

• Attackers appear to have successfully exploited several vulnerabilities found in Windows 7. In other words, it 

was a level of attack that could be sufficiently prevented with the basic defense system of Windows 10. 

• Security experts emphasized that the password management policy was introduced more robustly and 

thoroughly, and upgraded Windows 7 to Windows 10 in the near future. 

Windows 7-based IoT equipment targeted cryptojacking attacks are increasing 

• It turns out that the US CIA has stolen confidential information from more than 120 countries through a Swiss 

company selling cryptographic equipment. 

• Washington Post and ZDF, a German public broadcaster, reported that `` Crypto AG, '' which sold equipment 

to more than 120 countries from 1970 to 2018, has been operated by the CIA and the former West German 

intelligence agency, BND, and has undergone de facto intelligence operations. 

• In response to the controversy, the National Intelligence Service said, 'It is true that our country used Crypto 

AG's cryptographic equipment in some public sectors from the mid 1970s to the early 1980s, but it was 

replaced by all domestic equipment since 1984 due to concerns over theft or interception of foreign equipment. 

Has the United States Central Intelligence Agency (CIA) stolen allied confidential information? 

• The problem has arisen that components in PCs and devices made by global hardware manufacturers may 

be vulnerable to cyber attacks. Typically, these global companies entrust subcontractors to manufacture 

devices such as Wi-Fi adapters, USB hubs, and touchpads, and most of these devices are used in finished 

products with uncertified and unsigned firmware. 

• Security company Eclypsium explained that vulnerable firmware can cause data leakage, device operation 

interruption, and ransomware attacks, but currently there is no way to check whether the firmware of a 

peripheral device is genuine or reliable. 

Security vulnerability of the PC and components  
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• It has been alleged that cyber attacks are secretly penetrating and turning into "short-lived" that achieves 

goals by penetrating faster than "long-lived", which is a long-term spy. 

• According to the Fire Eye report, the median attack duration in the Asia-Pacific region last year averaged 54 

days, a significant decrease from the previous year (204 days). It is analyzed that this is due to the continuous 

increase in attacks of short-lived but destructive types such as ransomware and cryptocurrency mining. 

• Security experts believe that ransomware can generate a huge benefit compared to the difficulty of attack, and 

that ransomware will continue to be used as a financial aid to attackers. 

Increased the duration of attacks with a short dwell time but high destructive power 

• Personal information of more than 10 million people is revealed in a hacking community. It is all personal 

information of people who have stayed at MGM Resorts, and it is estimated that someone illegally accessed 

MGM's cloud server last summer and stole it. 

• According to U.S. GIDnet, which reported this, the leaked information was the name, residence address, 

telephone number, email address, date of birth, and information such as celebrities such as Justin Bieber and 

CEOs of IT industry companies. 

• According to MGM, the information was leaked last summer and the external security specialists at the time 

investigated the case and confirmed that the payment card or password and related information were not 

leaked. 

• Security experts pay special attention to personal information protection, saying that threats that occur on the 

client side, such as configuration errors, malicious insiders, and server hacking, can lead to mass data leaks, 

and once the information is leaked, it does not end with one leak. Ask for something. 

The personal information of 10 million MGM resort guests has been released on the Dark Web 

• While various sports events are scheduled for this year, such as the Tokyo Olympics and the European 

Football Federation (UEFA) Euro 2020, a cyber attack targeting the ticket sales site has been discovered and 

requires user attention. 

• According to the US security company RiskIQ, two sports ticket sales sites, including the Tokyo Summer 

Olympic Ticket Sales Agency (olympictickets2020.com) and the UEFA Competition Ticket Sales Site 

(eurotickets2020.com), have payment card information and other sensitive information. Appears to be infected 

with a skimmer code that steals them. 

• According to the analysis, it was possible for hackers to steal data on the site. Security experts believe the 

attacker has already injected code through a hacked website. 

Cyber attacks aimed at international ticket sales sites 
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[Table 2-1] TOP10 monthly attack patterns 

※ Based on IGLOO Security SOC SIEM data collection 

In the top 10 service ports collected for a month in March 2020, events using the IUA (TCP/9900) and 

Unsigned (TCP/7178) ports are newly identified. In addition, the ranking of events using HTTPS 

(TCP/443) and DNS (TCP/53) increased, and the ranking of DNS (UDP/53) and Microsoft-DS 

(TCP/445) fell. The IUA (TCP/9900) port is a service port used for internal server-to-server 

communication. Care must be taken to specify and use a clear user object in the firewall. 

01. TOP 10 monthly attack service(port) 

The IGLOO Security SOC collects data on attacks according to the server(port) and analyzes the 

attack. Through this process, future cyber threats can be predicted.  

1 

Rank Service(Port) No. of Cases Ratio(%) Fluctuation 

1 HTTP(TCP/80) 1,048,645,801  38.60% - 

2 HTTPS(TCP/443) 527,025,880  19.40% ▲2 

3 DNS(UDP/53) 484,934,631  17.85% ▼1 

4 Microsoft-DS(TCP/445) 335,831,345  12.36% ▼1 

5 ICMP(0/ICMP) 96,244,597  3.54% - 

6 SNMP(UDP/161) 88,947,393  3.27% - 

7 Telnet(TCP/23) 52,026,032  1.92% - 

8 DNS(TCP/53) 30,420,036  1.12% ▲1 

9 IUA(TCP/9900) 26,967,142  0.99% NEW 

10 Unsigned(TCP/7178) 25,415,090  0.94% NEW 

Total 2,716,457,947 100.00% - 



-10 - 

MONTHLY SECURITY REPORT 
March 2020 

[Figure 2-1] TOP10 monthly attack port 

As a result of analyzing the events collected for one month in March 2020, the total number of cases 

increased slightly, which is confirmed by the effect of increased use of HTTPS (TCP/443) and Telnet 

(TCP/23) ports. Telnet is a service port that is used to control a remote computer through a virtual 

terminal. Since information is transmitted in clear text without encryption, an attacker can easily check 

the contents if the information is intercepted. . 

Therefore, it is judged that it is safe to use the SSH (TCP/22) service that encrypts transmission 

information on behalf of the Telnet service, so it is recommended that a user be designated and used 

when the Telnet service is inevitably used. 

02. Monthly attack service(port) cases compared to previous month 

The IGLOO Security SOC collects data on attacks according to the server(port) and analyzes the 

attack. Through this process, future cyber threats can be predicted 
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[Table 2-2] TOP10 monthly attack pattern 

※ Based on IGLOO Security SOC SIEM data collection 

In the March 2020 attack pattern TOP10, Netbios Scan and Multi Packet Inspection event rankings 

increased slightly, and HTTP Login Brute Force event rankings dropped significantly. Ack Storm, 

newly confirmed this month, is an event that occurs when the packet order value information between 

the server and the client does not match during the session hijacking attack, and the ACK packet for 

checking information between the two ends increases rapidly. It is necessary to establish a policy to 

block when receiving ACK packets above the threshold by specifying a threshold for receiving ACK 

packets from a single IP. 

03. TOP 10 monthly attack service patterns 

The trend of attack patterns detected by IGLOO SECURITY SOC can be used to identify the trend 

of the latest attacks.  

[Figure 2-1] TOP10 monthly attack port 1 

Rank Pattern No. of Cases Ratio(%) Fluctuation 

1 SMB Service connect(tcp-445) 1,521,237,972  97.88% - 

2 ACK Port Scan(F/W Scan) 10,206,102  0.66% - 

3 Multi Packet Inspection 4,932,360  0.32% ▲1 

4 Ack Storm 4,740,908  0.31% NEW 

5 
Dcom_TCP_Sweep(MSBlaster Worm  Mes

senger) 
4,590,958  0.30% - 

6 
HTTP Connection Limit Exhaustion Attack(

By Slowloris) 
3,493,348  0.22% - 

7 
Netbios Scan (Messenger  RPC Dcom  My

Doom) (UDP-137) 
1,716,538  0.11% ▲2 

8 HTTP Login Brute Force 1,615,628  0.10% ▼5 

9 
MS WINS Server Registration Spoofing Vul

n-1[Req](UDP-137) 
961,338  0.06% ▼2 

10 
HTTP POST Session Exhaustion Attack(By 

rudy) 
662,644  0.04% ▼2 

Total 1,554,157,796 100.00% - 
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[Figure 2-2] TOP10 monthly attack pattern 

Compared to the previous month, the ranking of Multi Packet Inspection and Netbios Scan events 

increased, but the number of actual events decreased. The increase in the total number of events is 

confirmed by the effect of a surge of more than twice the SMB Service connect (tcp-445). 

The SMB (tcp_445) port is a service port used to share files on the Windows system. It has a history 

of exploitation by many ransomware and requires special management. It is necessary for security 

managers to establish ACL policies depending on whether SMB service is used or not. It is also 

recommended to strengthen security through periodic security updates. 

04. Monthly attack service incident patterns compared to previous month 

The attack pattern rankings detected by IGLOO SECURITY SOC can be used to identify the latest 

trends of attacks. 
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The results of detailed analysis according to the attack patterns will be introduced based on the TOP 

10 among the attack patterns that occurred in March. 

The vulnerability of the system should be corrected in advance by referring to the detailed analysis 

result for each detection pattern. 

Attack Pattern Detailed Analysis Results 

SMB Service  

connect(tcp-445) 

Microsoft Windows uses SMB protocol to share files and printer resources with other computers. 

Sharing resources using SMB in older versions (95, 98, Me and NT) of Windows used TCP port 137 

and 139 and UDP port 138 by executing NETBIOS with NETBIOS over TCP/IP. On older versions of 

Windows 2000/XP, it was possible to run SMB directly through TCP/IP on TCP port 445. If the files are 

shared with easily guessable password or passwords are not set, they can suffer from secondary 

attacks. 

ACK Port Scan 

(F/W Scan) 

ACK Port Scan (F/W Scan) is a type of scanning attack targeting vulnerable ports which are allowed to 

be accessed by firewall policy. Attackers can collect information on vulnerable ports by analyzing the 

returned packet as a response to the packet sent in advance. These attacks are not intended to 

destroy the system but to collect information for planning a scenario for secondary attack. 

Multi Packet  

Inspection 

A Multi Packet Inspection is a rule that occurs within the IPS of a specified company and detects using 

the automated pattern learning defense mechanism set-up within the IPS. It denies access for a certain 

amount of time if a packet, which exceeds the bytes PPS set-up by the IPS, is injected. 

ACK Storm 

Attacker sends a large amount of TCP / IP Ack signal to the target server, and the target server is an attack 

method that creates unnecessary load and delays normal service. This attack is also used to Hijacking the 

packet in which the Session is made. 

Dcom_TCP_Sweep(

MSBlaster Worm  Me

ssenger) 

W32.Blaster.Worm is a worm that spreads by using the DCOM RPC Buffer Overflow vulnerability. The 

worm checks whether the TCP / 135 port is enabled and infects the system when it is found. 

The infected system activates TCP / 4444 port, downloads malicious files from the host server, 

registers them in the registry, and in this process, traffic from the infected system may increase. 

HTTP Connection Li

mit Exhaustion Attack 

(By Slowloris) 

Slowloris is an attack tool that maintains a TCP connection by sending an abnormal HTTP request to a 

web server, unlike a DoS attack that transmits a large amount of packets. The target web server may 

be depleted of connection resources. After the connection resources are depleted, the target web 

server may be in a denial of service state that cannot respond to user requests. 

Netbios Scan (Messe

nger  RPC Dcom  My

Doom) (UDP-137)  

NetBios checks each other's information through UDP port 137, establishes a session with TCP 139, 

and exchanges data through TCP 138. An attacker can use this UDP port 137 to establish a session 

with the target system and scan information about the folders and networks shared on the target 

system. 

HTTP Login Brute Fo

rce 

This attack accesses the HTTP WEB service port(80) and repetitively inserts random strings through a 

Tool-Kit in order to find out the password for a specific ID(root, guest etc). Passwords which are easy to 

guess or are in an alphabetic/symbolic order are more prone to this attack. This attack can be 

prevented by using IDs and passwords over 6 letters and by Filtering data from the HTTP port(80/TCP). 

MS WINS Server Re

gistration Spoofing V

uln-1[Req](UDP-137) 

NetBios checks each other's information through UDP port 137, establishes session with TCP 139, and 

exchanges data through TCP 138. An attacker can use this UDP port 137 to establish a session with 

the target system and scan information about the folders and networks shared with the target system. 

HTTP POST Session 

Exhaustion Attack(By 

rudy) 

R.U.D.Y stands for "R-U-Dead-Yet" and is a connection resource depletion type Denial of Service tool 

using HTTP's POST method. Incomplete HTTP headers and fragmented data are used to generate a 

large number of non-terminating connections, exhausting the connection resources of the target system. 
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Tomcat-AJP vulnerability analysis and countermeasures: Ghostcat (CVE-2020-1938) ▶ 

 A 'potential' remote code execution vulnerability (Ghostcat, CVE-2020-1938) was 

discovered in all versions (9.x/8.x/7.x/6.x) of Apache Tomcat, a servlet container of the 

Apache Software Foundation, can read the /webapps/ROOT directory subfile using the AJP 

protocol (PORT: 8009). The reason for the expression “potential” is that a prerequisite for 

uploading and storing files in a web application program is required. 

 

It was first discovered on January 3, 2020 at Chinese security company Chaitin Tech and 

named Ghostcat. After the vulnerability was released, all versions of the security patch 

except for the EOS version 6.x released in February 2020 were deployed, but as of March 

2020, 20 POCs were released on GitHub, and the attack frequency increased rapidly.  

 

According to FOFA (FOFA.SO), which provides information on connected devices through 

the Internet as shown in [Figure 3-1], the AJP protocol is activated by default when Tomcat 

is installed. Accordingly, in this issue, we will examine the Apache Tomcat-AJP vulnerability 

CVE-2020-1938, which has a high attack risk due to the possibility of remote code 

execution. 

01. Overview 

[Figure 3-1] AJP port usage figures published on the Internet (Source: 
FOFA) 
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02. Vulnerability analysis 

▶ 

1) Affected Software 

AJP (Apache Jserv Protocol) protocol is a protocol for connection between Apache Server and 

JAVA EE server, and is used for the purpose of implementing load balancing from multiple web 

servers to multiple application servers. Sessions are redirected to the current application server 

using a routing mechanism with each application server instance name, in which case the web 

server acts as a reverse proxy for the application server. 

The HTTP Connector is exposed to the client as the default port of the HTTP protocol, 8080. On the 

other hand, AJP uses 8009 as the default port and is implemented as mod_jk or mod_proxy_ajp 

module in Apache HTTP Server without being exposed to the outside. 

[Table 3-1] Version information affected by CVE-2020-1938 

CVE Vulnerable version Risk level 

CVE-2020-1938 

Apache Tomcat 6.x 

High 
Apache Tomcat 7.0.0 ~ 7.0.99 

Apache Tomcat 8.5.0 ~ 8.5.50 

Apache Tomcat 9.0.0 M1 ~ 9.0.30 

2) CVE-2020-1938 attack mechanism 

[Figure 3-2] Default configuration of Apache Tomcat configuration file 

Tomcat-AJP vulnerability analysis and countermeasures: Ghostcat (CVE-2020-1938) 
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▶ 

When the AJP Request is transmitted from Apache to Tomcat, it is executed without user input 

value verification, and it is possible to read or execute files arbitrarily. If the environment where the 

file upload, which is the potential remote code execution condition described above, is possible, it 

can be considered that the structure can be executed by using the AJP vulnerability after the 

arbitrary file is uploaded. 

 

As mentioned earlier, the CVE-2020-1938 vulnerability occurs when an AJP Request message is 

delivered to Tomcat. When processing the AJP Request message, Tomcat calls 

org.apache.coyote.ajp.AjpProcessor.java and extracts the AJP message content through 

prepareRequest () to set the attribute of the Request object as an attribute. 

 

In the request message header, * .JSP files are processed in JspServlet.java and other files are 

processed in DefaultServlet.java according to the file extension. It is considered that the core of the 

vulnerability is that JspServlet.java also executes the file that should execute DefaultServlet.java in 

order to execute arbitrary files. 

  

① HTTP Request 

    (Port : 80) 

④ HTTP Response 

    (Port : 80) 

Server-Apache 

 

Client 

Servlet Container (Tomcat) 

Servlet 

Engine 

Servlet 

Engine 

Servlet 

Engine 

mod_perl mod_jserv mod_ssl 

② AJP Request 

   (Port : 8009) 
③ AJP Response 

   (Port : 8009) Request value 

modulation 

System file, 

source code 

execution 

Tomcat-AJP vulnerability analysis and countermeasures: Ghostcat (CVE-2020-1938) 
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▶ 

3) CVE-2020-1938 vulnerability analysis in detailed 

Looking at Attribute, which is a class 

member to be used in AJP Request, 

as shown in [Figure 3-4], when an 

attribute that is not previously 

defined is used, it is set to 

'SC_A_REQ_ATTRIBUTE'. Since 

the vulnerability occurs in the syntax 

that processes 

'SC_A_REQ_ATTRIBUTE', you can 

set the attribute value of AJP 

Request to 

'SC_A_REQ_ATTRIBUTE' and send 

it when the attack is performed. 

[Figure 3-4] AJP request transfer process 

DefaultServlet.java 

AjpProcessor.java 

Create ‘AJP_REQUEST ‘ in 

prepareRequest()  function 

Whether or not 

* .jsp is included in 

the URI path 

JspServlet.java 

NO Yes 

service() service() 

Send to REQ:GET as a 

method 

getAdapter() 

Refer to 

Constats.java  

serviceJspFile() 

[Figure 3-5] AJP Request Attribute  definition 

Tomcat-AJP vulnerability analysis and countermeasures: Ghostcat (CVE-2020-1938) 
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▶ 

[Figure 3-6] Vulnerability code in AjpProcessor.java class 

In the AJP Header packet of [Figure 3-7], set the attribute_name (javax.sevlet.include.request_uri, 

javax.sevlet.include.servlet_path) and attribute_value (index, /attack.txt) values in the code of 

[Figure 3-6]. Store in variables n and v, respectively. After checking whether it is an attribute 

request or not, encapsulate it as a request message and pass it to the servlet process through the 

getadapter () function. In this process, the attack is possible as it proceeds without additional 

verification of the n and v values received. 

[Fogure 3-7] AJP Request packet Header information  

Tomcat-AJP vulnerability analysis and countermeasures: Ghostcat (CVE-2020-1938) 
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▶ 

[Figure 3-8] http servlet  process code 

In the case of a general file, the request value created through the above process is delivered to the 

DefaultServlet.java class, and the service () function is called to the GET method. The service () 

function calls the doget () function, and the doget () function gets the desired source code through 

the serveResource () function. 

 

The serveResource () function saves the value of HttpServeltRequest in 

RequestDispatcher.INCLUDE_PATH_INFO and RequestDispatcher.INCLUDE_SERVLET_PATH 

in pathInfo and serveretPath through getRelativePath function. And through the return value, a 

variable to be put in the getResource () function is created. In getResource () function, the 

execution result of the file in the path is retrieved. 

Tomcat-AJP vulnerability analysis and countermeasures: Ghostcat (CVE-2020-1938) 
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▶ 

[Figure 3-9] Request processing in jspServlet.java 

In case of JSP file, request message is sent by calling jspServlet.java class, not defaultServlet.java 

class. 

As for the processing method for the message, add the include_path_info attribute stored in the 

request message to jspUri like the defaultServlet.java, which was discussed above, add it to the 

request message, get the resource path of the corresponding path from serviceJspFile, and send it 

to the compiler, and send it to the server. If the attribute is modified in this process, the file on the 

modified URI path will be executed. 

Tomcat-AJP vulnerability analysis and countermeasures: Ghostcat (CVE-2020-1938) 
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▶ 

4) POC code analysis 
To write CVE-2020-1938 as an actual attack code, two 

attribute values excluding 

javax.servlet.include.path_info among the three 

attribute settings described above should be 

modulated and transmitted. We want to find out more 

about Tomcat-AJP vulnerability by analyzing one of 

the POCs published on Github. [Table 3-2] Attribute value used in attack 

[Figure 3-10] The ‘SC_A_REQ_ATTRIBUTE’ value is set in the POC code 

javax.servlet.include.request_uri 

javax.servlet.include.path_info 

javax.servlet.include.servlet_path 

If you check the POC code, in 

order to execute the 

‘SC_A_REQ_ATTRIBUTE’ 

statement where the 

vulnerability exists, 10 (0A) is 

transmitted in the 

‘SC_A_REQ_ATTRIBUTE’ 

value. 

The functions of the POC code can be broadly classified into two types. There are two ways of 

interpreting file extensions other than JSP files as txt files and executing them as DefaultServlet.java, 

and interpreting them as JSP files and executing them as JspServlet.java. In POC code, whether to 

use DefaultServlet.java or JspServlet.java is determined by using javax.servlet.include.request_uri 

and javax.servlet.include.servlet_path received from the shoot () function. 

[Figure 3-11] 

Shoot () function 

of POC code 

(ajpshooter.py) 

Tomcat-AJP vulnerability analysis and countermeasures: Ghostcat (CVE-2020-1938) 
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Division Versions by environment 

Server OS CentOS 7 (192.168.0.138) 

Client OS Windows 7 (192.168.0.131) 

Server Apache 2.4.41 

Sublet container Tomcat 8.5.49 

AJP module mod_jk 

▶ 

5) Attack demonstration 

In the environment where file upload is possible, I tested whether the remote code execution 

vulnerability is actually possible through jspServlet.java in [Table 3-3] environment using POC code. 

[Table 3-3] Attack demonstration environment 

[Figure 3-12] attack.txt file contents 

[Figure 3-13] Attack.txt file uploaded to the server 

① Create a file containing the attack code to download the web shell file using the Wget command 

② pload the generated attack code to /webapps/ROOT path 

Tomcat-AJP vulnerability analysis and countermeasures: Ghostcat (CVE-2020-1938) 
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▶ 

③ The attack.txt file is executed as a jsp file, and the cmd.jsp file download command is executed 

through the wget command. 

[Figure 3-14] CVE-2020-1938 attack.txt execution screen using POC code 

[Figure 3-15] attack.txt execution result (1) 

[Figure 3-16] attack.txt execution result (2) 

Tomcat-AJP vulnerability analysis and countermeasures: Ghostcat (CVE-2020-1938) 
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Vulnerable version Security patch version Patch date 

Apache Tomcat 6.x EOS 

Apache Tomcat 7.0.0 ~ 7.0.99 Apache Tomcat  7.0.100 2020. 02. 14 

Apache Tomcat 8.5.0 ~ 8.5.50 Apache Tomcat  8.5.51 2020. 02. 11 

Apache Tomcat 9.0.0 M1 ~ 9.0.30 Apache Tomcat  9.0.31 2020. 02. 11 

03. Countermeasures 

▶ 

1) Apply Tomcat security patch 

There are two ways to check the version of Apache Tomcat. 

① How to check with vesion.sh: [Installation directory] /bin/version.sh 

[Table 3-4] CVE-2020-1938 Vulnerability Patch Version Information 

[Figure 3-17] Result of  ./version.sh execution 

[figure 3-18] org.apache.catalina.util.ServerInfo class content 

② How to check with ServerInfo class 

  : Execute 'java -cp catalina.jar org.apache.catalina.util.ServerInfo' command in [install directory]/lib 

Tomcat-AJP vulnerability analysis and countermeasures: Ghostcat (CVE-2020-1938) 
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▶ 

2) Disable AJP protocol port (temporary) 

As a result of the security patch, the function to verify the attribute code that was not previously 

defined in java/org/apache/coyote/ajp/AjpProcessor.java has been added through 

getAllowedArbitraryRequestAttributesPattern (). 

[Figure 3-19] Vulnerability security patch result 

[Table 3-5] How to disable AJP protocol 

1) [Installation directory]/conf/server.xml 

2) Change the setting value to determine whether to activate AJP protocol (comment processing) 

<Connector port=＂8009＂ protocol=＂AJP/1.3＂ redirectPort=＂8443＂ /> 

3) Save and Restart 

[Table 3-6] How to set AJP protocol credentials 

1) [Installation directory]/conf/server.xml 

2) Change the setting value to determine whether to activate AJP protocol (comment processing) 

<Connector protocol=＂AJP/1.3＂  

  address=＂[Tomcat server IP]＂ 

  port=＂8009＂  

  redirectPort=＂8443＂  

  requiredSecret=＂[AJP authentication attributes]＂  /> 

3) Save and Restart 

3) Set AJP protocol credentials 

If the AJP protocol must be used and it is difficult to update, use the requiredSecret option to set the 

credentials. 

Tomcat-AJP vulnerability analysis and countermeasures: Ghostcat (CVE-2020-1938) 
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No. Detection policy 

1 

alert tcp any any -> $HOME_NET 8009 (msg:"IGRSS.2.04201 Apache, Tomcat, CVE-2020-1938, 

Attempted User Privilege Gain"; flow:to_server,established; content:"|12 34|"; depth:2; 

content:"|02|"; within:1; distance:2; byte_test:1,!&,0xF9,0,relative; 

byte_extract:2,1,protocol_len,relative; content:"HTTP"; within:protocol_len; nocase; 

content:"javax.servlet.include.request_uri|00|"; fast_pattern:only; 

content:"javax.servlet.include.servlet_path|00|"; nocase; sid:204201;) 

▶ 

④ Apply SNORT 

[Table 3-7] CVE-2020-1938 Snort 

04. Countermeasure 

[1] Statistics of AJP protocol worldwide: fofa pro 

   - https://fofa.so/result?q=port%3D%228009%22&qbase64=cG9ydD0iODAwOSI%3D 

[2] CVE-2020-1938 POC 

   - https://github.com/00theway/Ghostcat-CNVD-2020-10487 

[43] CVE-2020-1938：Apache Tomcat 服务器任意文件读取/包含漏洞通告 

   - https://www.tuicool.com/articles/J77VNzM 

[4] 协议 1938 AJP request 漏洞 2020 SC CVE Constants 

   - https://www.icode9.com/content-4-648068.html  

[5] CVE-2020-1938: Ghostcat - Apache Tomcat AJP File Read/Inclusion Vulnerability 

   -https://www.tenable.com/blog/cve-2020-1938-ghostcat-apache-tomcat-ajp-file-readinclusion- 

     vulnerability-cnvd-2020-10487 

[6] (CVE-2020-1938）Apache Tomcat 文件包含漏洞 

   - http://www.0-sec.org/0day/Tomcat/CVE-2020-1938.html 

[7] req_Attribute deader definition 

   - https://tomcat.apache.org/connectors-doc/ajp/ajpv13a.html 

Tomcat-AJP vulnerability analysis and countermeasures: Ghostcat (CVE-2020-1938) 
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Quantum computer and quantum algorithm ▶ 

In October 2019, The Nature, a British scientific journal, published a paper that would have a huge impact on 

cryptography. The main goal of the ‘Quantum supremacy using a programmable superconducting processor’ 

announced by Google is that it has implemented a quantum computer technology that can process operations 

that take about 10,000 years even in the most powerful supercomputers in just 200 seconds. 

 

Existing cryptosystems mainly use algorithm-based symmetric keys and asymmetric keys. However, problems 

such as key management, security level, and operation speed have occurred, and in order to solve them, 

encryption systems have been built through blockchain technology. However, the fact that the quantum 

computer has reached “Quantum supremacy”, the point where it surpasses the most powerful 

supercomputers in existence, can be considered as an amazing announcement to the cryptography 

community. 

 

The development of quantum computer technology has also caused a price drop in the cryptocurrency market 

to which blockchain technology based on distributed and consensus algorithms is applied. As such, the 

development of physics is acting as a new turning point by transforming quantum mechanics technology from 

science level to engineering level. 

 

Just as machine learning and artificial intelligence have become major technological elements of the fourth 

industrial revolution, it is predicted that quantum computers will become new major technological elements of 

hardware. In particular, quantum machines can improve machine learning or artificial intelligence data 

analysis capabilities by using performance that surpasses existing hardware computing technologies such as 

CPU, GPU, and TPU to find insight into information through fast data processing. 

 

Since quantum computing can be used as an alternative means to supplement the problems that occur in the 

current security system, 'quantum computing', 'quantum encryption communication', and 'quantum sensor' 

belonging to the category of 'quantum information science and technology' 'It is a time to look at the concepts 

and technical factors of the back. Therefore, in this issue, we are going to look into quantum computing, which 

uses quantum computers and quantum algorithms, which are considered to be key elements among quantum 

information science and technology. 

01. Overview 
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02. Quantum computing using quantum computers and quantum algorithms 

▶ 

Technologies such as quantum computing, quantum communication, and quantum sensors refer to 

research fields based on the idea that information science depends on quantum effects in physics 

(QIS, Quantum Information Science). It is generally limited to quantum computing. 

Quantum computer and quantum algorithm 

To understand the power of quantum computing, you need to know the basic principles of quantum 

mechanics. 'Quantum' is the smallest unit of all physical entities involved in the interaction and was 

first discovered in radiant energy. Quantum mechanics is a field of physics that studies these 

quantum phenomena, and it is based on the physics idea that no matter how strange and ridiculous, 

the probability of occurrence is necessarily zero. 

 

Using a basic definition of quantum and quantum mechanics, an ultra-high-speed large-capacity 

computer optimized for a specific operation using phenomena such as quantum superposition and 

entanglement is a quantum computer, and an algorithm that can be used in the quantum computer 

is called a quantum algorithm. Quantum algorithms include △ Shor algorithm to solve the 

factorization, △ Grover algorithm to improve search speed, △ Bernstein–Vazirani algorithm, △ 

Deutsch–Jozsa algorithm, △ shift algorithm, etc. 

Division Definition 

Quantum 

computer 

- A computer implemented to simultaneously calculate multiple information using 

dynamic phenomena such as quantum overlap and entanglement 

- Ultra-fast, high-capacity computing technology optimized for specific computations 

- Using Qubit  

Quantum 

algorithm 

- Shor ’s Algorithm: A prime factorization algorithm, threats to public key cryptography 

such as RSA 

- Grover Algorithm: An algorithm that can speed up polynomial searches. Threat to 

symmetric key encryption methods such as DES 

- Bernstein–Vazirani algorithm, Deutsch–Jozsa algorithm, shift algorithm, etc. 

- Quantum recommendation system, quantum deep learning, quantum anti-

government issue, etc. 

[Table 4-1] Definition and related technologies of quantum computing 
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03. Key elements of quantum computing-(1) quantum computers 

▶ 

A quantum computer, which is one of the key elements of quantum computing, means a new concept 

computer that can process a large number of information at the same time at high speed. The features that 

make up a quantum computer include inherent Superposition and entanglement in quantum mechanics. 

Elements of quantum mechanics include superposition and entanglement, as well as the collapse of quantum 

states in measurement, uncertainty, non-locality due to entanglement, and non-separability, and this issue 

discusses overlap, entanglement, and uncertainty, the closest elements to quantum computers. I want to 

describe. 

 

Superimposition has the characteristics of having two properties at the same time, which means 0 and 1 

simultaneously, and entanglement is a state in which two protons are created through special treatment. It is a 

principle of change. 

 

The principle of uncertainty in quantum mechanics is that the measurement values are given by probability by 

overlapping states with different characteristics, so that two states of 0 and 1 are simultaneously displayed as 

a single quantum bit called a 'Qubit'. can do. Therefore, data can be processed simultaneously in parallel, and 

as the number of qubits increases, the amount of information that can be processed increases exponentially. 

 

As described above, since a quantum computer can be in multiple states at the same time and can operate in 

all states at the same time, unlike a digital computer, a number of calculations can be performed 

simultaneously with a single processing device. 

Quantum computer and quantum algorithm 

[Table 4-2] Characteristic of Quantum computing 

Division Definition 

Quantum 

Superposition 

-Two or more states can coexist 

-0 and 1 coexist 

Quantum 

Entanglement 

-Two physically separated substances interact 

-Both of the entangled states can predict the motion of the other 

according to the motion of one 

Uncertainty 
When measuring two observables at the same time, the principle that 

there is a physical limit to the accuracy between the two 



-32 - 

MONTHLY SECURITY REPORT 
March 2020 

▶ 

The basic unit constituting the quantum computer and the quantum algorithm will be further 

explained. The qubit is a basic information amount of quantum information and is a unit of 

information processing that uses quantum state superposition and entanglement. A general 

computer processes and stores information in bits of 0 and 1, whereas a quantum computer 

processes and stores information in qubits having states of 0 and 1 simultaneously. 

 

The qubits are linear quantum superpositions, and all qubits are linear combinations of | 0> and | 1>, 

and can be expressed as | ∅> = 𝛼 | 0> + 𝛽 | 1>. Here, alpha and beta are probability amplitudes that 

are complex numbers. 

Quantum computer and quantum algorithm 

Bit Qubit 

  

If it is n qubits, it is possible to superpositioning by n powers of 2. In this way, quantum computers 

using qubits are drawing attention because they can perform faster than binary methods. 

[Figure 4-1] Basic unit of general computer and quantum computer 
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04. Key elements of quantum computing-(2) quantum algorithm 

▶ 

Among the quantum algorithms, the Shor algorithm and the Grover algorithm known as Killer App 

will be described. 

 

The Shor algorithm is an algorithm applied to factorization, and it is the first time to present the 

possibility of quantum algorithms superior to classical computers. The exponential speed 

improvement was achieved by improving the pre-factorization complexity of the existing method 

from O (exp (〖(logN)〗 ^ (1/3))) to O ((logN) ^ 2). 

 

Improving the rate of achievement of prime factorization means that the current public-key 

cryptography can be solved quickly, and when commercialization of quantum computers, existing 

encryption methods such as RSA and security systems are likely to collapse. 

 

Grover algorithm is an algorithm that finds specific data you want from an unsorted database. In the 

existing algorithm, in order to find a specific data among N data, the worst case is to try to search N 

times (𝑂 (𝑁)), but in the Grover algorithm, it is possible to search if it is √𝑁 times (𝑂 (√𝑁)). Grover 

algorithms can have a wide range of applications beyond simply finding specific data in a database. 

Quantum computer and quantum algorithm 

Division Characteristic Examples 

Shor 

- Reduced factor resolution 

- Development of quantum 

computer with Shor algorithm 

- Threats to public key cryptography 

- In 1994, Peter Shaw found that quantum 

computers were much more efficient than 

factoring in large numbers. 

- In 2001, IBM succeeded in prime factorization 

on a 7 qubits quantum computer 

Grover 

- Speed up searching for elements 

in unsorted databases 

- Threat to symmetric key encryption 

- Designed by Lov Grover in 1996 

- Published a paper using the grover algorithm 

in Sweden's DEGREE PROJECT IN 

COMPUTER SCIENCE in 2018 

[Table 4-3] Features and examples of Shor quantum algorithm and Grover quantum algorithm 
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▶ Quantum computer and quantum algorithm 

1) Shor algorithm 

Ⓐ Check if the number to be factored is even and if it is odd, go to ⓑ. 

Ⓑ Select a random number (coprimeCandidate) between 1 and number. If the random number is 

the same as number, proceed to ⓒ. If not, proceed to ⓔ. 

Ⓒ Obtain period P by calculating coprimeCandidate mod number. 

Ⓓ If P is odd, it ends. If it is even, it proceeds. Since P is even, the following equation holds. (〖𝑐𝑜𝑝𝑟𝑖

𝑚𝑒𝐶𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒〗 ^ (𝑝 / 2) – 1) (〖𝑐𝑜𝑝𝑟𝑖𝑚𝑒𝐶𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒〗 ^ (𝑝 / 2) + 1) = 〖𝑐𝑜𝑝𝑟𝑖𝑚𝑒𝐶𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒〗 ^ 𝑝 −1 ≡0 𝑚

𝑜𝑑 number to 𝑚 ^ (𝑝 / 2) + 1≡0 Check if 𝑚𝑜𝑑 becomes 𝑁. If 𝑚 ^ (𝑝 / 2) + 1≡0 𝑚𝑜𝑑 𝑁, terminate the 

program, otherwise calculate the greatest common divisor of 〖𝑐𝑜𝑝𝑟𝑖𝑚𝑒𝐶𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒〗 ^ (𝑝 / 2) −1 and 

number. 

Ⓔ Calculate the greatest common divisor of coprimeCadidate and number. 

[Figure 4-2] Shor quantum algorithm 
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▶ Quantum computer and quantum algorithm 

2) Grover algorithm 

Ⓐ Make the same superposition state for all possible inputs. (If n = 2, the state can be expressed 

as 2 ^ 2) 

Ⓑ The search consists of reflecting the displayed state and the start state repeatedly. The number 

of repetitions is calculated through ⓓ. 

Ⓒ For each single qubit, measure in Z standard and reset to standard default state | 0> after 

measurement. 

Ⓓ It returns the number of Grover repetitions needed to find a single display item considering the 

number of qubits in the register. Here, 2 ^ s is included in nItems, and the number of repetitions (𝑂√

𝑁) is calculated. 

[Figure 4-3] Grover Quantum Algorithm (1) / Source: Microsoft 

Grover's algorithm asks whether an item in the list is the item being searched. To this end, each 

coefficient or probability amplitude is used to generate a quantum overlap for the index in the list to 

represent the probability that a particular index is the index you are looking for. At the core of the 

algorithm are two steps to incrementally increase the coefficient of the index you are looking for 

until the probability amplitude of that coefficient reaches 1. 

 

The following algorithm applies the Grover algorithm to search all executable inputs to find a 

specific displayed state. 

ⓐ 

ⓒ 

ⓑ 

ⓓ 
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▶ Quantum computer and quantum algorithm 

[Figure 4-4] Grover Quantum Algorithm (2) / Source: Microsoft 

ⓐ 

ⓒ 

ⓑ 

ⓓ 

ⓔ 

Ⓐ The ReflectAboutMarkd operation reflects the displayed input being searched, that is, 0 and 1 

alternately, in the basic state. The part's role defines the input we want to find in the search. If the 

output qubit is initialized to (| 0> − | 1>) / √2 and switched, it becomes step (-1). Here, by using the 

controll-x command for all other qubits, you can get a state where 0 and 1 are alternated. 

(controll–x :                                     )            ) cX(α|0i+ β|1i) = α|0⊕bi+ β|1⊕bi 

Ⓑ This function reflects the same overlapping state. After converting the same state to 0, and 

executing ⓓ and ⓔ to convert the state of 0 to 1, ⓒ is applied. 
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▶ Quantum computer and quantum algorithm 

Ⓒ This is a function that reflects the Controll-z gate for a state of 1. 

 (controll–z : 𝑐𝑍 𝛼 0 > + 𝛽 1 > = 𝛼 0 > +(−1)𝛼 𝛽 1 > ) 

Ⓓ If a register with a status of 0 is given, the initial bit is prepared as | 0>. 

Ⓔ The qubit at the bottom is the auxiliary qubit, and is prepared in the state of | 1>. 

 

Using the Grover algorithm defined above, the code with the number of qubits 5 is executed and 

the following value is output. 

[Figure 4-5] Grover Quantum Algorithm (3) / Source: Microsoft 

[Figure 4-6] Grover Quantum Algorithm Execution Result 

The ReflectAboutMarkd operation is called only 4 times, but you can find the “01010” input among 

the 2 ^ 5 possible inputs. You can see that the search operation is performed in Grover's search 

algorithm (√ (2 ^ 5) ≈4) in less steps than the classic algorithm (2 ^ 5 = 32). (If the qubit is 3, 2 

calculations are performed, and if 10, 25 calculations are performed) 

[Figure 4-7] Diagram of Grover Algorithm / Source: Dori's Digital Life 
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05. Conclusion 

▶ 

As previously identified, MIT researchers have shown that quantum computers using quantum algorithms can 

break various cryptographic algorithms. As a result, the prospect that the development of quantum computer 

technology can be a big threat to blockchain technologies such as Bitcoin has been raised. This is because, if 

quantum computers are realized, it can pose a threat to key security and blockchain consensus algorithms 

that protect cryptocurrencies. 

 

There is also a concern that not only blockchain but also the existing cryptographic security system of financial 

systems can be shaken. However, it is judged that the structure of the currently developed quantum computer 

is insufficient to perform very complex functions such as decrypting the cryptographic key of the blockchain for 

a short period of time. 

 

Research for commercialization of quantum computers is ongoing. The D-Wave system is a Canadian 

hardware company that focuses on quantum computing, and developed and commercialized the first 16-qubit 

quantum processor as a prototype, and launched the 2000-qubit model in 2017. Recently focused on the 

development of next-generation 5000-qubit quantum computers, researchers from Google, IBM, Intel and 

Rigetti Computing are working to create a universal quantum computer that can solve computing problems. 

 

In addition, Europe is where quantum mechanics was born, and quantum information transmission and 

quantum computer research are actively being conducted. Japan is publishing the most significant results 

ahead of its research on superconducting device qubits. China is relatively a latecomer to quantum system 

research, but is focusing on developing a quantum cryptosystem in 2005, and is testing distribution of 

cryptographic keys between multiple points. 

Quantum computer and quantum algorithm 

[Figure 6-8] Current Status of Increase in Research Expenditures Related to Quantum Information in the US, Japan and 

Australia / Source: Korea University Overview and Prospect of Quantum Communication 
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▶ Quantum computer and quantum algorithm 

Due to the commercialization and development of quantum computers, companies' interest in 

quantum computing is increasing. At this point in time, companies at home and abroad understand 

the risks, build a quantum cryptographic maturity model, and understand the importance of the 

organization's cryptographic agility level and prepare key countermeasures to prepare for the 

weaknesses of current cryptography methods for quantum computing. You should be interested in 

solutions. 
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Focus on IGLOO Security ▶ 

Igloo Security Co., Ltd. signed a mutual cooperation agreement with Korea IT 

Promotion to foster AICBM security experts 

[March 04, 2020] In line with the rapidly growing demand for convergent talent in the AICBM field, igloo security 

speeds up the development of excellent security personnel. Igloo Security Co., Ltd. (CEO Lee Deuk-Chun, 

www.igloosec.co.kr/en) is a leading cyber security company announced on the 4th that they have signed an 

agreement for mutual cooperation to foster experts in cyber security. 

 

Recently, as the digital transformation based on next-generation IT technologies such as AI, IoT, cloud, big data, 

and mobile is accelerating, the demand for next-generation security capabilities corresponding to this is also 

increasing. Igloo Security and Korea IT Promotion will conduct full-fledged collaboration activities to foster 

convergent talents in the AICBM field. AICBM conducts collaborative projects to build the education base for 

security control and focuses on creating youth jobs through the creation of a linked recruitment program. 

 

“I think that the best part for a company to contribute to society is to find talented young people, and focus on 

making them experts,” said Lee Deuk-Chun, CEO of Igloo Security. "We will speed up the discovery of 

convergence talents in the AICBM field and secure the next-generation technology capabilities in a timely 

manner through mutual cooperation with Korea IT Promotion, an advanced IT informatization company." 

– Focusing on the rapidly growing AICBM field convergence manpower demand, intensive discovery of 

excellent security personnel 
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