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본 보고서는 ㈜이글루시큐리티 보안관제센터에서 SIEM을 통해 수집되는 데이터를 바탕으로 작성되었습

니다. 이글루시큐리티는 24시간 365일 신뢰할 수 있는 사이버세상을 만들기 위해 끊임없이 노력하고 있

습니다.  

This report is based on the data collected through the SIEM solution at IGLOO SECURITY’s Security Operation 

Center (SOC). IGLOO SECURITY continuously strives to achieve a 24/7 safe cyber environment throughout the year. 
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In the top 10 service ports collected during September 2019, events using ICMP (0/ICMP) increased 

by two steps and events using Telnet (TCP/23) by one step compared to the previous month. 

NTP (UDP/123) and Orcale (TCP/1521) events are newly identified in the ranking. 

01. Monthly Attack Service(Port) TOP 10 

1 

Rank Service(Port) No. of Cases Ratio(%) Flunctuation 

1 HTTP(TCP/80) 2,524,204,011 62.93% - 

2 DNS(UDP/53) 532,518,833 13.28% - 

3 HTTPS(TCP/443) 339,193,495 8.46% - 

4 Microsoft-DS(TCP/445) 284,564,077 7.09% - 

5 ICMP(0/ICMP) 96,288,294 2.40% ▲2 

6 SNMP(UDP/161) 95,706,811 2.39% - 

7 Telnet(TCP/23) 45,187,684 1.13% ▲1 

8 NTP(UDP/123) 41,610,938 1.04% NEW 

9 Orcale(TCP/1521) 27,210,301 0.68% NEW 

10 DNS(TCP/53) 24,753,624 0.62% - 

Total 4,011,238,068 100.00% - 

The IGLOO SECURITY SOC collects data on attacks according to the server(port) and analyzes the 

attack. Through this process, future cyber threats can be predicted 

※ Based on IGLOO Security SOC SIEM data collection 

[Table1-1] TOP10 monthly attack patterns 
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As a result of event analysis by attack service port in September, the detection rate of HTTP service 

port increased, and NTP (UDP/123) and Orcale (TCP/1521) service ports entered the top 10 this 

month. 

Newly confirmed Oracle (TCP/1521) service is DB related service port. The service port can be 

searched, inserted, and modified by accessing internal information after using SQL query statements. 

Therefore, it is necessary to periodically check the policy and check whether the service is used so 

that it cannot be accessed from the outside. 

NTP (UDP/123) is a port used to synchronize time between client and server. When using NTP 

service, there is a possibility of being subjected to denial of service attack using monlist function 

vulnerability. Therefore, it is recommended to keep security up-to-date through security patch. If you 

do not use the service, it is recommended to deactivate the service. 

02. Monthly Attack Service(Port) cases compared to last month 
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The IGLOO SECURITY SOC collects data on attacks according to the server(port) and analyzes the 

attack. Through this process, future cyber threats can be predicted 
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[Figure 1-1] TOP10 monthly attack port 
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DoS attack attempts and scanning attempts to open service ports were the main reasons for the 

September 2019 attack event, while the number and percentage of attempts to access SMB service 

ports increased compared to the previous month. 

After checking whether SMB service is used in the internal network, it is recommended to block SMB 

access from outside through firewall policy and to prevent malware or indiscriminate access from 

other client PCs by using antivirus program and firewall function inside. . 

03. TOP 10 Monthly Attack Service Patterns 

1 

Rank Pattern No. of Cases Ratio(%) Fluctuation 

1 SMB Service connect(tcp-445) 728,036,014 95.59% - 

2 Multi Packet Inspection 6,594,222 0.87% ▲1 

3 ACK Port Scan(F/W Scan) 5,779,250 0.76% ▼1 

4 SYN Port Scan 4,623,432 0.61% NEW 

5 
Dcom_TCP_Sweep 

(MSBlaster Worm  Messenger) 
4,620,372 0.61% ▲1 

6 

Netbios Scan  
(Messenger  RPC Dcom  MyDoom)  

(UDP-137) 
4,133,694 0.54% ▼2 

7 
MS WINS Server Registration Spoofing  

Vuln-1[Req](UDP-137) 
3,543,646 0.47% ▼2 

8 HTTP Login Brute Force 2,088,292 0.27% - 

9 
HP Data Protector Client EXEC_CMD 

 with Directory Traversal-1 
1,367,748 0.18% - 

10 
HTTP Connection Limit Exhaustion  

Attack(By Slowloris) 
875,190 0.11% NEW 

Total 761,661,860 100.00% - 

The IGLOO SECURITY SOC collects data on attacks according to the server(port) and analyzes the 

attack. Through a ranking process, future cyber threats become predictable. 

※ Based on IGLOO Security SOC SIEM data collection 

[Table 1-2] TOP10 monthly attack pattern 
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[Figure1-2] Monthly Attack Patterns TOP 10 

In the top 10 attack events in September 2019, attacks using the SMB Service Connect (tcp-445) 

service port increased 8% month-on-month to 95%. 

Scanning attempts to find vulnerable SMB services are being made continuously as in the previous 

month, and many of the top attack patterns are scanning attempts. It is important to find and manage 

end-points that can be accessed by unauthorized users, such as risk checks on service ports. 

Existing attack methods that are already widely known, rather than new ones, are still at the top, 

meaning that attackers can obtain enough information by just scanning. In addition, the possibility of 

internal penetration attempts to be focused on the exposed server is important, it is important to look 

at the problems of the existing policy, and to prepare a plan for high-risk policy. 

04. Monthly Attack Service Incident Patterns Compared to Last Month 
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2 

IGLOO Statistics introduces results of an integrated analysis of the TOP 10 attack patterns which 

occurred in September. Each vulnerability needs to be dealt with in advanced in accordance with 

the integrated analysis results of each attack pattern. 

Attack pattern Detailed Analysis Results 

SMB Service  

Connect 

(tcp-445) 

Microsoft Windows uses SMB protocol to share files and printer resources with other computers. Sharing 

resources using SMB in older versions (95, 98, Me and NT) of Windows used TCP port 137 and 139 and 

UDP port 138 by executing NETBIOS with NETBIOS over TCP/IP. On older versions of Windows 2000/XP, 

it was possible to run SMB directly through TCP/IP on TCP port 445. If the files are shared with easily 

guessable password or passwords are not set, they can suffer from secondary attacks. 

Multi Packet  

Inspection 

A Multi Packet Inspection is a rule that occurs within the IPS of a specified company and detects using the 

automated pattern learning defense mechanism set-up within the IPS.It denies access for a certain 

amount of time if a packet, which exceeds the bytes PPS set-up by the IPS, is injected. 

ACK Port Scan 

(F/W Scan) 

ACK Port Scan (F/W Scan) is a type of scanning attack targeting vulnerable ports which are allowed to 

be accessed by firewall policy. Attackers can collect information on vulnerable ports by analyzing the 

returned packet as a response to the packet sent in advance. These attacks are not intended to destroy 

the system but to collect information for planning a scenario for secondary attack. 

SYN Port Scan 

In order to find out whether the target computer (server) opens the TCP/IP port for hacking the target 

computer (server), Check SYN/ACK responds to the server by sending SYNs sequentially or in random 

order from port number 0 to port 65,535. 

Dcom_TCP_ 

Sweep 

(MSBlaster Worm  

Messenger) 

W32.Blaster.Worm is a type of worm which spreads by exploiting the DCOM RPC Buffer Overflow 

vulnerability. If TCP/135 port is opened and if it is found to be vulnerable, the worm will infect the system. 

The infected system activates TCP/4444 port to download malicious file, "mblase.exe“ from the host 

server using TFTP and registers it to the registry. During this process, network traffic on the infected 

system may increase. 

Netbios Scan  

(Messenger  RPC 

Dcom  MyDoom)  

(UDP-137) 

A network scanner tool that scans all computers in the IP addresses range you choose, using NetBIOS 

protocol. For every computer located by this NetBIOS scanner, the following information is displayed: IP 

Address, Computer Name, Workgroup or Domain, MAC Address, and the company that manufactured the 

network adapter (determined according to the MAC address). NetBScanner also shows whether a 

computer is a Master Browser. You can easily select one or more computers found by NetBScanner, and 

then export the list into csv/tab-delimited/xml/html file. 

MS WINS Server 

Registration 

Spoofing Vuln-

1[Req](UDP-137) 

This attack occurs while a name is being registered on the Windows WINS server and the NetBIOS is not 

inspected thoroughly enough. Through this vulnerability, the attacker is capable of redirecting the victims 

internet traffic through web proxy spoofing to a specified domain. 

HTTP Login  

Brute Force 

This attack accesses the HTTP WEB service port(80) and repetitively inserts random strings through a 

Tool-Kit in order to find out the password for a specific ID(root, guest etc). Passwords which are easy to 

guess or are in an alphabetic/symbolic order are more prone to this attack. This attack can be prevented 

by using IDs and passwords over 6 letters and by Filtering data from the HTTP port(80/TCP). 

HP Data Protector 

Client 

EXEC_CMD with 

Directory 

Traversal-1 

This vulnerability occurs in the HP Data Protector Client. Directory Traversal is an attack which uses a 

bypass attack. It is an attack in which an unauthorized user sends maliciously manipulated input values to 

EXEC_CMD. If the attack is successful, the attacker can execute arbitrary codes with system level 

permissions. Prevention is possible by installing the latest patch released from vendors. 

HTTP Connection 

Limit Exhaustion 

Attack 

(By Slowloris) 

Slowloris is an attack tool that maintains a TCP connection by sending an abnormal HTTP request to a 

web server, unlike a DoS attack that transmits a large amount of packets. The target web server may be 

depleted of connection resources. After the connection resources are depleted, the target web server may 

be in a denial of service state that cannot respond to a user's request. 
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SIEM Guide (SPiDER TM V5.x) 

CHAPTER 2 

Anonymous SNS Request Malware 

Detection Using SIEM 
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Technical Support Team 1 

Anonymous SNS Request Malware Detection Using SIEM ▶ 

SPiDER TM V5.0 is an integrated security management solution that combines experiences of Igloo 

Security and big data utilization to increase the agility and efficiency of the security monitoring 

business through a unified monitoring environment from initial detection to log / network packet 

analysis  into the overall.  

Currently we can easily use SNS any time and any where. Users using Facebook, Twitter, 

Instagram, etc., which are representative SNS, are constantly increasing, and anyone can easily 

share information and communicate. 

Therefore, as it is easy to access, it can be a place of easy attack for anyone, and the attack 

through SNS has a huge ripple effect because it is targeted by a large number of unspecified users. 

In this SIEM guide, we will look into the malware infection that can occur when you click on a 

request sent via e-mail from an unknown person, such as requesting a friend on SNS, adding a 

picture, or checking a comment. 

01. Is SNS the malware infection path? 
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▶ 

02. Detection Scenario 

[Figure 2-1] Detection Scenario 

HACKER VICTIM 

PHISING 

C&C서버 1 

2 

3 

Detect user PCs who received SNS-related(facebook, Instagram, twitter, etc.) requests by internal 

mail rather than personal mail through the SpamMail detection solution. 

1) Detect mail related to SNS request 

As shown in [Figure 2-2], the attacker sends a mail to the target through forged mail. 

The user who receives the mail looks as if the mail is actually delivered by SNS and opens the mail. 

[Figure 2-2] Attack mail disguised as SNS mail 

Anonymous SNS Request Malware Detection Using SIEM 
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Anonymous SNS Request Malware Detection Using SIEM ▶ 

[Figure 2-3] Detection alerts for SNS mail 

The user thinks he has access to a normal SNS site 

Infected by downloading images containing Malware to posts uploaded by anonymous users 

2) Access to phishing site after requested SNS site link 

To detect an attack using SNS mail as shown in [Figure 2-2], set an alert that detects strings such 

as 'Instargram', 'Facebook' and 'twitter' for the mail security solution as shown in [Figure 2-3]. 

VICTIM PHISING 

[Figure 2-4] Access to phishing site 

As shown in [Figure 2-4], the user is directed to the attacker's phishing site through the link in the 

forged SNS mail. 
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▶ 

[Figure 2-5] Phishing Site Access Detection Alert 

Check out TROJAN.MSIL.BERBOMTHUM.AA infection leaking internal information on user’s PC 

connecting to the phishing site 

3) Malware detection on user's PC moved to phishing site 

To detect this, use an firewall to set up an alert to detect attempts to access the blacklisted IP as 

shown in Figure [2-5]. Blacklist IP is a feature provided by SPiDER TM V5.0 that registers and 

detects information about harmful sites such as phishing sites and C & C servers. 

[Figure 2-6] Malware Infection Caused by Phishing Sites 

A user who accesses a phishing site becomes infected with malware that an attacker has planted 

on the site. Malware used in this guide is TROJAN.MSIL.BERBOMTHUM.AA. 

Malware continuously leaks internal information through URLs hard-coded in pastebin when 

infected. 

VICTIM PHISING 

Malware 

Anonymous SNS Request Malware Detection Using SIEM 
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▶ 

[Figure 2-7] Malware Infection Detection Alert Due to Phishing Site 

Since the user's PC accessing the phishing site is infected with Malware, use an antivirus to set up 

an alert that detects Malware as shown in [Figure 2-7]. 

03. Correlation Analysis Rule Registration 

Detect linkage alerts using succession conditions 

Tier 1-> Tier 2 Succession Conditions: Tier 1 Destination IP = Tier 2 Origin IP 

Tier 2-> Tier 3 Succession Conditions: Tier 2 Origin IP = Tier 3 Destination IP 

▶ Correlation registration from Tier 1 to Tier 3 for the three previously registered single alerts 

1. Detect user PCs who received SNS-related requests by internal mail rather than personal mail 

2. Detecting access to Phishing sites on the requesting user's PC 

3. Detects user PCs infected with malware by accessing Phishing site 

Anonymous SNS Request Malware Detection Using SIEM 
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▶ 

[Figure 2-8] Correlation Analysis Rule Setting and Alert Generation 

04. Countermeasures and Conclusion 

So far, we have explored the risk of attack using SNS and how to detect attack behavior using 

SIEM correlation analysis function. 

As described above, an attack using SNS and mail is a social engineering hacking technique. 

Hacking occurs not by the system but by the habitual behavior of people. Therefore, anyone can be 

the target of attack, personal information can be leaked without knowing oneself, and attacker can 

be our close acquaintance. In order not to be affected by these attacks, the above countermeasures 

must be adhered to, and it is most important to raise individual security awareness along with 

cultural organizations that make security alive, not technical security that relies solely on security 

solutions. 

1. Avoid accessing URL links of unknown origin that are shared by social media (SNS) and all 

online contacts. 

2. Preventing vulnerabilities by applying the latest patches such as OS (operating system), 

Internet browser (IE, Chrome, Firefox, etc.), office SW 

3. Observe basic security practices that are easy to miss, such as keeping the latest version of the 

vaccine and running live surveillance. 

1) Countermeasures 

2) Conclusion 

Anonymous SNS Request Malware Detection Using SIEM 
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Special Column 

CHAPTER 3 

Pros and Cons & Operation plan of 

Active Directory Server  
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Security Monitoring Center 
Security Analysis Team 

Pros and Cons & Operation plan of Active Directory Server  ▶ 

Suppose that a security officer alone is tasked with changing the same security settings (ex-

password policy) on 1,000 Windows systems. How long does it take? Assuming roughly 10 minutes 

per PC, this would take at least 10,000 minutes. 

In order to solve these administrative problems, companies are operating a large number of Active 

Directory Servers (AD servers) that can manage information such as user accounts, user groups, 

networks, and resources. 

Due to administrative advantages, the number of operating AD servers is increasing, but in 

proportion, the number of cases in which an attacker exploits the AD server causes a breach. The 

AD server has the advantage of efficiently managing multiple systems and security settings 

centrally, but the centralized system administration authority allows the AD server to be connected 

to the AD server when the AD server is taken over by a malicious attacker. This is because it can 

have a high damage effect. 

So let's look at how you can run a convenient AD server more securely. 

01. Outline 

Active Directory is a feature of the LDAP directory service developed by Microsoft for use in the 

Windows environment. It is designed to provide corporate employee account information (ID, 

Password), computer information, and corporate policies (ex-passwords). It's easy to think of it as a 

database that stores information about changes every 30 days, screen saver settings when not in 

use for more than 5 minutes, and so on. 

It is a directory service that stores information (users, computers, groups, etc.) about all resources 

on a network in a central repository in a central repository so that the resources can be retrieved 

and accessed anytime and anywhere through authentication on the network. 

02. What is the Active Directory server? 

User 1 User 2 User 3 User 4 User 5 User 6,7,8… 

Centralized management 

(Common security 

policy, resources, etc.) 
Active Directory Server 

[Figure 3-1] Active Directory Operation 
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Pros and Cons & Operation plan of Active Directory Server  

Pros and cons of AD server are shown in [Table 3-1]. 

03. Pros & Cons of Active Directory server 

▶ 

It is worth to note that the advantages and disadvantages of AD servers are centrally managed 

environments. First, the advantage of being a centrally managed environment is that it can centrally 

and efficiently manage security policies for multiple infrastructures. On the other hand, since system 

administration authority is centralized, there is a disadvantage that if an AD server is taken over by 

a malicious attacker, it may adversely affect the system connected to the server. 

 

Typical attacks to the centralized environment are 3.20 cyber terrorism and Clop ransomware. 

Pros Cons 

Centralized Management Environment 

Efficient integrated management of many 

PCs by central administrator 

Hardened policies can cause user 

inconvenience 

Changed to the environment used to log 

in from any PC in the internal network 

Any problem with the AD server affects 

the entire network 

No need to keep all the information on 

user’s PC 

Can only be implemented on Windows 

Server operating system 

[Table 3-1] Pros & Cons of Active Directory  server 
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Pros and Cons & Operation plan of Active Directory Server  

Comparing the advantages and disadvantages, it is clear that there are more advantages to using 

an AD server. 

However, if an AD server's administrator account is hijacked and exploited, all subsystems are at 

risk of ransomware infection and information leakage. 

So what are some ways to keep AD servers secure? 

 

① Measures to strengthen account management 

 The AD administrator account is managed separately and used separately from the general 

business AD account. In addition, the account is deactivated and activated only when necessary 

when the administrator account is not normally used. 

It also enforces account policies for all accounts by setting maximum password periods, previously 

disabled password reuse conditions, account lockout thresholds, and password rules. 

 

② Measures to strengthen access control 

First, the domain controller terminal is configured as a network separation environment. If physical 

network separation is difficult, use virtual machine to separate network. 

In addition, administrator access should be allowed only from authorized systems, and critical 

system logs or account related logs should be collected and monitored to enhance detection and 

response to abnormal symptoms. 

 

Lastly, in order to minimize intrusion into internal users managed by AD server in addition to safe 

operation plan, it should also try to raise security awareness through education on malicious mail 

response methods. 

04. How to operate AD server in secure 

▶ 

1. [Korea Internet Security Agency] How is your AD? Cases and Countermeasures of Seizing the 

Internal Network of a Company by Stealing Active Directory Administrator - 

https://www.krcert.or.kr/filedownload.do?attach_ 

file_seq=2146&attach_file_id=EpF2146.pdf 

2. What is the Active Directory - http://i-bada.blogspot.com/2012/08/active-directory.html 

3. Wikipedia-Active Directory - https://ko.wikipedia.org/wiki/%EC%95%A1%ED%8B% 

B0%EB%B8%8C_%EB%94%94%EB%A0%89%ED%84%B0%EB%A6%AC 

4. AD Active Directory summery- https://winapp81.tistory.com/38 

5. Active Directory Advantages and Disadvantages - https://a201165.wordpress.com/ 

2013/05/21/active-directory-advantages-and-disadvantages/ 

05. Reference 
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