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Monthly Security Issues

1. Monthly security issues
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Warning! Steganography utilized for cyber - espionage

A A high level cyber- espionage attack has been detected which aims to seize information from
Southeast Asian governments as well as diplomatic and military organizations . This attack has been
carried out for the last six years. Considering the method and tools used in the attack, the attack has
been speculated to have originated from the cyber- espionage organization known as”~ u N/£EU0.1 OU O

A According to Kaspersky Lab, who discovered the attack, it seems that attacks have been able to stay
hidden for a long time because the attackers encoded information using steganography techniques
that can conceal the existence of the information itself.

A In the case of this attack, the malicious code commands were hidden in the HTML code. The attacker
exploited the fact that the tab and space bar keys in the HTML code do not apply to the actual web
site. Based on this fact, it is suspected that the command was encoded using a specific sequence
using those two keys. Therefore, it was almost impossible to detect the commands in network traffic .
This is because the malicious codes have only accessed unsuspecting websites, and no signs have
been detected in the entire traffic .

—
=
o
=)
=
=
<
73
(%2}
o
)

Several critical vulnerabilities discovered after investigating Huawei products

N

A Finite State, an |oT specialist company, recently discovered various vulnerabilities including zero day ©
vulnerabilities in Huawei products after investigating 1.5 million files from 10,000 firmware installed in 8
558 new products . %

A Finite State claimed that Huawei products are very dangerous and vulnerable not only for governments §
but also for general users. &

A According to studies, of the 558 Huawei products, 102 well known vulnerabilities were identified either
belonging to the "“fatal risk group” or "high risk group". In addition, 55% of the products contained at o
least one backdoor . »

A Finite State claimed that Huawei developers were not using secure development process techniques £
and were using SW libraries that are more than 20 years old. They also claimed that they would be able 8
to quantitatively demonstrate that Huawei's security levels were significantly lower than those of other &
E OO O EOprdasfs .
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A The City of Burlington, Canada, announced that it has recently suffered damages of up to $370,000 §
due to a complex phishing email attack. Details have not been disclosed, but it is speculated that the
city has been hit by a "business email compromise" attack .

A The attack occurred on the 23" of May with an email addressed to an employee in charge of banking o
operations concerning the city of Burlington. The email asked the employee to change the banking %’
information disguised as its frequent business partner. Both the business name and the modification o
requests were fake. This employee had high authority and did not recognize the attack and changed §
the account information which caused serious damage. g

A Security experts emphasize that BEC attacks can be a major threat to organizations of all kinds since -
~ OE O G e weakest links in any organization . Therefore all employees should have an awareness
on security matters. :

A Unfortunately, BEC attacks are expected to continuously increase in the future. This is because the risk §
that the attacker faces is low while the potential financial gain is high, thus being a very efficient attack. g

35S
@
o
e}
g
c
%

Copyright © IGLOO Security, Inc. 2019. All rights reserved. =®= ﬂ IGLOOSECURITY




MONTHLY SECURITYREPORT
July 2019

Monthly Security Issues

AEDAUIT El dI A@dE £x x1 E E d @gdine website; foLfniodile tas WeenE @d OE d AU U A£E

Ood £
@ xEE" SEUAXxEdOEdUI Ed” ExEEEOUT £#Nd BUUEET Oi ~ d £UU EE Dd U £x

_,__
o C
m C

m
(@]

E

A The game industry is becoming a target for cyber attacks called 'credential stuffing' .

A Credential stuffing is an attack in which the attacker tries to login through an automated tool and user
information such as an ID and password . If the stolen information is authenticated, then the attacker
sells it to another hacker or uses it directly for account hijacking .

A According to a recent Akamai report, there were 12 billion attacks on a game website for a total of 17
months starting from November 2017 to March of this year.

A Most of the credential stuffing is based on the world's largest data breach cases which are circulated .

Security experts say that the game industry, where people can easily exchange game items, can be an

attractive target to hackers. It is expected that cyber attacks targeting the game industry will increase

rapidly in the future.
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A As pdf files are widely being recognized as safe file formats and widely used in businesses,

cyber attacks through pdf files are increasingly being exploited. Users need to be aware of such ;
exploits . 5

A According to a recent SonicWALL report, more than 73,000 pdf file exploits were detected in March. 8
This is far more than the 47,000 cases detected in the previous year. g

A According to the report, more than 67,000 new malicious events were discovered during March which %
included pdf links to "Scammer(latest scammer)". In addition, approximately 5,500 cases are directly ¢
connected to other malicious codes.

A According to SonicWALL, a phishing campaign of pdf scam is usually done by the transmitter of the w
pdf file attaching it to the recipient as a normal business email. This file contains links to malicious %
pages that pretend to be legitimate pages. However, the attackers baited for clicks by inserting %
statements which advertised that the user could earn profits by clicking on the link. s
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A The possibility of a new type of supply chain attack called 'outsourcing attack' has been predicted . It is §
argued that an attacker who receives software development work through freelance market could have z
carried out the attack by delivering software with hidden backdoors . )

A According to reports from East Security, which analyzes the accounts of freelance developers who are
suspected of being attackers, the hacker currently owns accounts from different countries within o
different SNS and freelance markets. The hacker claimed that he could develop a gambling online %)
game. The hacker was utilizing lesser known western actors and models for profile pictures . ?;

A The attacker put into consideration the fact that the majority of the freelance market set priorities on %
freelancers with the highest ratings from customers. Therefore the hacker gained high ratings in their g
regular tasks in order to first gain clients. Then, when the hacker receives a request towards a target 3
company or finds an opportunity to gain financial profits, they would return the final product with a
backdoor planted inside the system. o

A Security experts state that it can be dangerous if there are no steps to verify that a freelance SW an
developer is doing just what is stated on the contract. They strongly emphasize that verification of the g
integrity of the developed SW must be done to ensure that the product is reliable. o
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Ransomware brings cities in the US to their knees.

A Recently, several cities in the United States have been attacked by Ransomware and have paid a huge
amount of money to the attackers.

A A city in Florida has decided to pay $600,000 to recover systems and data. The attack is suspected to
have started when an employee at the city hall clicked on a malicious link that came in via email. There
was great confusion as the e- mails of the city, payrolls, contracts, and even 911~ @perations were
paralyzed.

A Last month, Baltimore City suffered minor/major inconveniences for more than a month after being
attacked by the Ransomware.

A Security experts claimed that, "Ransomware attacks almost always begin to spread through known
vulnerabilities and employees with low security awareness.” They emphasized that ~ Ui &hbuld first
look for vulnerabilities, then regularly back up data, and carry out occasional security training for
employees and must be ready for attacks.”

A In the past, even if a decryption fee was paid, the decryption had a chance of failure. However,
recently, it seems that attackers keep their promises in order to plant the image that they will guarantee
data recovery if they are paid the ransom.
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A Over the past five years, 10T vulnerabilities has increased over 50 times. Along with the 5G era, security
for 10T devices is expected to increase rapidly, thus it has become a top priority .

A According to a recent IBM report, 10T vulnerabilities have increased by 5400% compared to five years
ago. Such vulnerabilities can be exploited to carry out attacks such as DDoS and Cryptocurrency
mining .

A By 2020 approximately 13 billion loT sensors/devices are expected to be used by consumers. The
adoption of smart technologies such as intelligent transportation systems, disaster management, and
industrial 10T is also increasing .

A Security experts point out that many loT manufacturers are neglecting security for faster product
launches.
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A The value of Cryptocurrency has risen sharply in recent years. Phishing texts/messages and
cryptographic mining malware that target cryptographic investors are rising as well.

A On June 6, messages disguised as a typical cryptographic exchange BITSUM were distributed causing o

n

confusion amongst people. The attacker sent a fake text saying that a hacking attempt on Bitsum was S

detected with the title "Bitsum emergency notice". The alphabet was pointing to a false phone number g

with a different website address (www.bitsumb.com) and a department called 'Bitsum Development' . 9

A It mentioned the possibility of a hacking incident in Bitsum, where a number of actual hacking incidents 5

actually occurred in the past. It can be said that it is a typical social engineering method of phishing, -
which clickbait members of the Bitsum to click on malicious URLs.
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Monthly attack service and trend analysis

The IGLOO Security SOC collects data on attacks according to the server(port) and analyzes the

attack. Through this process, future cyber threats can be predicted

!

01. TOP 10 monthly attack service(port)

SNMP(UDP / 161) events in the Top 10 service ports collected in July of 2019 climbed the ranks by

anss| A|Yjuon

one compared to the previous month while ICMP(0 / ICMP) events showed a downward trend. On the
other hand, Oracle(TCP / 1521) and Unassigned(TCP / 18893) events have newly entered the

rankings.
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Based on IGLOO Security SOC SIEM data collection

Service(Port) No. of Cases Ratio (%) gFluctuation

w
1 HTTP(TCP/80) 1,394,782,945 47.69% - é
(0]

2 DNS(UDP/53) 560,950,333 19.18% - §
3 HTTPS(TCP/443) 312,750,885 10.69% - ~
4

4 Microsoft-DS(TCP/445) 298,841,154 10.22% - %
)

5 SNMP(UDP/161) 94,258,541 3.22% 21 i
6 ICMP(0/ICMP) 91,571,837 3.13% 21 (;2
7 IUA(TCP/9900) 87,753,765 3.00% - %
o1

8 Telnet(TCP/23) 36,853,375 1.26% - é
9 Orcale(TCP/1521) 25,666,112 0.88% NEW o
.

10 Unassigned(TCP/18893) 21,449,791 0.73% NEW %
Total 2,024,878,738 100.00% : 2

o

&

[Table2-1] TOP10 monthly attack patterns %

=
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The IGLOO Security SOC collects data on attacks according to the server(port) and analyzes the

attack. Through this process, future cyber threats can be predicted

02. Monthly attack service(port) cases compared to previous month

!

As a result of event analysis results for each attack service port which occurred in July 2019, HTTP
and DNS service ports have continuously been dominant, and the Unassigned (TCP/18893) and

Oracle (TCP/1521) service ports have newly entered the ranks this month.

anss| AJYIUuop

Oracle(TCP/1521) service is a DB related service port. It is possible to access, search, insert and
modify internal information utilizing an SQL query. Therefore, it is necessary to periodically check the
policy and check whether the service is used so that it cannot be accessed from outside. Unknown
service ports, such as Unassigned(TCP/18893), may be used to change a specific service to an

arbitrary port, or traffic may be generated due to an attacker's scanning attempt of a service
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vulnerability that is not recognized. Therefore, if the server is exposed to the outside, periodically

check whether the port is open by checking whether the service is being used or not. The

establishment of a policy to restrict such activity is recommended. ;’
2
2
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[Figure 2-1] TOP10 monthly attack port g
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Monthly attack service and trend analysis

The IGLOO Security SOC collects data on attacks according to the server(port) and analyzes the

attack. Through a ranking process, future cyber threats become predictable.

!

03. TOP 10 monthly attack service patterns

As a result of the attack event analysis in July 2019, the events of MySQL-Server Login Brute force

anss| AJYIUuop

and Netbios Scan (Messenger RPC Dcom MyDoom) (UDP-137) have increased compared to the
previous month. HTTP Login Brute Force events are showing a decline. In addition, HP Data Protector
Client EXEC_CMD with Directory Traversal-1 and Ack Storm event have newly entered the ranking

this month.
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Based on IGLOO Security SOC SIEM data collection

Pattern No. of Cases Ratio(%) EFIuctuation o
)
1 SMB Service connect(tcp-445) 944,220,404 87.51% - g
o)
2 ACK Port Scan(F/W Scan) 99,150,584 9.19% - &
3 MySQL-Server Login Brute force 8,567,220 0.79% 21 ~
_|
[0
4 Ack Storm 8,047,502 0.75% NEW i
&

5 Multi Packet Inspection 6,880,732 0.64% -
MS WINS Server Registration 0 i o
6 Spoofing Vuln-1[Req](UDP-137) 3,520,290 0.33% @
@
Netbios Scan (Messenger RPC 0 5
7 Dcom MyDoom) (UDP-137) 3,273,128 0.30% 23 o
8 HTTP Login Brute Force 2,224,494 0.21% 21 e

Dcom_TCP_Sweep o )
9 (MSBlaster Worm Messenger) 1,856,012 0.17% :
(]
i o
10 HP Datr?l Prqtector Client EXEC_CMD 1,295.378 0.12% NEW 2
with Directory Traversal-1 o
Total 1,079,035,744 100.00% - %
o)
&
o
[Table 2-2] TOP10 monthly attack pattern =
g
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Monthly attack service and trend analysis

The IGLOO SECURITY SOC collects data on attacks according to the server(port) and analyzes the

attack. Through a ranking process, future cyber threats become predictable.

04. Monthly attack service incident patterns compared to previous month

The number of SMB Service Connect (tcp-445) events have increased significantly from the previous

!

month taking up 87% of the Top 10 July 2019 attacks. It has been a long time since the issue of
Ransomware using SMB service port was announced. Nevertheless, enterprise-targeting malicious

codes aimed at the distribution in internal networks continue to occur until recently.

anss| AJYIUuop

It is necessary to prevent the propagation to other PCs through firewalls and to make vaccine
installation mandatory. In addition, e-mails are a major malicious code infection route in companies,
such as impersonating a sender, inducing a file nhame such as a paycheck statement or a major
business issue inducing a file attachment, It is necessary to make efforts to improve u s e sesudity

awareness such as ‘checking their vaccine before executing an attachment file'.
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[Figure 2-2] TOP10 monthly attack pattern E:
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IGLOO Statistics introduces results of an integrated analysis of the TOP 10 attack patterns which
occurred in July. Each vulnerability needs to be dealt with in advanced in accordance with the
integrated analysis results of each attack pattern.

Attack Pattern

SMB Service
Connect
(tcp-445)

ACK Port Scan
(F/W Scan)

MySQL-Server
Login Brute force

Ack Storm

Multi Packet
Inspection

MS WINS Server
Registration
Spoofing Vuin-1
[Req](UDP-137)

Netbios Scan
(Messenger RPC
Dcom MyDoom)

(UDP-137)

HTTP Login
Brute Force

Dcom_TCP_
Sweep
(MSBlaster Worm
Messenger)

HP Data Protector
Client EXEC_CMD
with Directory
Traversal-1
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Detailed Analysis Results

Microsoft Windows uses SMB protocol to share files and printer resources with other computers. Sharing
resources using SMB in older versions (95, 98, Me and NT) of Windows used TCP port 137 and 139 and UDP port
138 by executing NETBIOS with NETBIOS over TCP/IP. On older versions of Windows 2000/XP, it was possible
to run SMB directly through TCP/IP on TCP port 445. If the files are shared with easily guessable password or
passwords are not set, they can suffer from secondary attacks.

ACK Port Scan (F/W Scan) is a type of scanning attack targeting vulnerable ports which are allowed to

be accessed by firewall policy. Attackers can collect information on vulnerable ports by analyzing the returned
packet as a response to the packet sent in advance. These attacks are not intended to destroy the system but to
collect information for planning a scenario for secondary attack.

A brute force attack can be launched against an user account in MySQL. MySQL replies with success/error based
on supplied credentials and time required for the verification is almost the same in either cases. Hence, an attacker
can launch brute force attack against a MySQL user account at a rapid rate and can try many different passwords.

An Ack Storm is the a hacker sends a large amount of TCP/IP Ack signals to the target server, causing an
unnecessary load on the target server. It is an attack method which delays normal services. It is a technique which
attacks using loopholes of the TCP/IP protocol. This attack is also used to perform hijacking on the packets which
contain sessions.

A Multi Packet Inspection is a rule that occurs within the IPS of a specified company and detects using the
automated pattern learning defense mechanism set-up within the IPS.It denies access for a certain amount of time
if a packet, which exceeds the bytes PPS set-up by the IPS, is injected.

This attack occurs while a name is being registered on the Windows WINS server and the NetBIOS is not
inspected thoroughly enough. Through this vulnerability, the attacker is capable of redirecting the victims internet
traffic through web proxy spoofing to a specified domain.

A network scanner tool that scans all computers in the IP addresses range you choose, using NetBIOS protocol.
For every computer located by this NetBIOS scanner, the following information is displayed: IP Address, Computer
Name, Workgroup or Domain, MAC Address, and the company that manufactured the network adapter
(determined according to the MAC address). NetBScanner also shows whether a computer is a Master Browser.
You can easily select one or more computers found by NetBScanner, and then export the list into csv/tab-
delimited/xmli/html file.

This attack accesses the HTTP WEB service port(80) and repetitively inserts random strings through a Tool-Kit in
order to find out the password for a specific ID(root, guest etc). Passwords which are easy to guess or are in an
alphabetic/symbolic order are more prone to this attack. This attack can be prevented by using IDs and passwords
over 6 letters and by Filtering data from the HTTP port(80/TCP).

W32.Blaster.Worm is a type of worm which spreads by exploiting the DCOM RPC Buffer Overflow vulnerability. If
TCP/135 port is opened and if it is found to be vulnerable, the worm will infect the system. The infected system
activates TCP/ 4444 port to downl oad ma UsingTiFbPuasd rdgistérsi,
to the registry. During this process, network traffic on the infected system may increase.

This vulnerability occurs in the HP Data Protector Client. Directory Traversal is an attack which uses a bypass
attack. It an attack in which an unauthorized
the attack is successful, the attacker can execute arbitrary codes with system level permissions. Prevention is

is

possible by installing the latest patch released from vendors.
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CHAPTER 3

Tech Note

Running malicious commands through

Excel files
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